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•	 Features and Benefits

•	 Reduce enterprise risk 

•	 Demonstrate policy 

compliance

•	 Cost management

•	 Control both authorized 

and unauthorized data 

activities

•	 Locate, identify and 	

classify critical information

•	 Prevent unauthorized 	

sharing via IM, CD, USB, 

email etc

•	 Real time data monitoring 

for safe sharing

•	 Data risk management 

strategy

•	 Information protection

“Lost business now  

accounts for 65 percent  

of data breach costs”

— Ponemon Institute, 2007

EDS DATA LOSS PREVENTION SERVICES

Establish a secure information management structure

No checklist or software patch alone can secure your information. The enterprise risks 

are too great to ignore. Compromised data can result in loss of business, reputation 

or brand impairment and intellectual property issues. It can also make your company 

vulnerable to spyware, corporate espionage, social engineering, and asset damage. 

The solution is as unique as your technology and your organization. EDS applies a 	

holistic security approach to develop a secure information management and risk 	

mitigation program. We’ll work with you to set up an internal structure that will identify 

and classify your critical enterprise information and prevent others from passing 	

it on without authorization. The strategy covers management, control and business 

processes and includes:

Information Risk Assessment – Evaluate your risk of data loss with a ‘Rapid’ two-

week fixed rate assessment analyzing a data ‘snapshot’. Alternatively, a comprehensive 

approach will extend and build on this to develop an optimized solution and business 

case for full data loss prevention. 

Data in Motion (Network) — monitors traffic on the network to identify content 

being sent across specific communications channels.

Data at Rest (Storage) — scans storage and other content repositories to identify 

where sensitive content is located. 

Data in Use (Endpoints) — addresses the endpoint via an agent used to monitor 

interactive data manipulation by users. 

This information is further used to establish a baseline for regulatory compliance, 	

enterprise information and security policy enforcement. Also, by working with the 	

same IT provider in both the assessment and implementation stages, you save time 	

and money, securing your data as quickly and efficiently as possible.

End-to-end protection of mission-critical information

From design and deployment to monitoring and maintenance, EDS Data Loss Preven-

tion Services helps you to protect enterprise data and information, resulting in safer 

business operations, reduced risks and fewer incident costs through seamless compliant 

policy enforcement and data control. 

CONTROL ENTERPRISE DATA WITHOUT 
RESTRAINING YOUR BUSINESS PURSUITS
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Inherent DLP Service 
security

•	 Encrypted information 

storage 

•	 Protected communication 

channels 

•	 Secure credential 

management 

•	 Detailed activity audit logs 
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EDS Consulting Services adds extra value 

To complete a comprehensive data protection approach EDS offers Data Loss Prevention 

Consulting Services. These services support ad-hoc, industry specific, geographic, legisla-

tive and vertical data loss prevention activities, helping clients understand and implement 

solutions unique to its business challenges.

•	 Privacy Impact Analysis

•	 Data Protection Assessment

•	 Data Classification Development 

•	 Data Protection Vendor Selection

•	 Data Protection Integration

•	 Data Protection Process Enablement 

•	 Data Protection Optimization 

•	 Data Protection Strategy 

EDS expertise helps you protect vital information

Our proven approach, tools and methodologies provide protection to organizations 

worldwide: 

•	 EDS employs over 2,500 security and privacy professionals worldwide

•	 EDS deploys laptop and desktop encryption in over 65 countries and 100’s of 	

thousands of devices

•	 EDS manages and monitors more than 5,500 firewalls and 3,000 intrusion 	

detection systems for threats and vulnerabilities

•	 EDS examines and stops 1.7 billion junk mail messages each month

•	 EDS detects and quarantines over 3 million viruses annually

•	 EDS was honored for “Overall Excellence in Security” at the 2008 Excellence in 

Security awards during the Microsoft Chief Security Officer (CSO) summit

•	 EDS manages billions of security events daily — 1.8 billion for one client alone


