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Features

•	 Enterprise Scalability, 

aggregating vast amounts 

of data

•	 Enhance Security and Risk 

Mitigation

•	 Simplify Compliance

•	 Optimize Operations

•	 Log Management

•	 Security Event 

Management

•	 ESEM Consulting

•	 Optional Security Incident 

Response

EDS ENTERPRISE SECURITY EVENT MANAGEMENT

The average corporate firewall detects around 11 billion security events each 

year. Enterprise servers deal with close to 600 million unauthorized hits 

annually. Each attack is more competent and sophisticated than the last, 

making them much harder to detect ... and much more likely to bring down 

your mission-critical business functions. EDS, an HP company, can help. 

Proactively identify and eliminate threats

EDS Enterprise Security Event Management (ESEM) actively collects security-relevant 

events and logs them into a single, global database.  Within milliseconds, data is sorted 

and filtered, allowing our security experts to identify and pinpoint emerging threats and 

attacks, and to respond proactively to contain costs and protect enterprise systems and 

services. The system also generates pre-defined reports to demonstrate compliance 

with policies, laws and regulations. 

Billions of transactions complicate threat detection

The exponential growth in the number of compute ‘events’ can make it a challenge 	

to protect your vital data, control costs and reduce risk. Add to that the pressures of 	

demonstrating management and control to meet compliance requirements – where 

failure to comply can result in fines of millions – and you’ve got a lot to contend with in 

today’s globally complex operating environment. ESEM proactively tackles those issues, 

letting you focus on your core business.

Set the bar high for enterprise security

Through the rapid detection of critical events and predetermined targeted responses, 

EDS ESEM services reduce enterprise risk while providing a unified view of security 

across the enterprise, bringing you:

•	 Cost savings through fully automated processes, and cost avoidance by preventing 

successful attacks

•	 Legislatively compliant processes and reports to support certification efforts

•	 Faster, more accurate global consolidated data feeds 

•	 Peace of mind from knowing the cost of managing security events directly 	

results in a more secure business

Reduce risk and lower costs 
through proactive management  
of security events
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Cost-effective  
and customizable  
solution

Service excellence

•	 Proven reviewed and refined 

installations to reduce overall 

deployment risks

•	 Global scale

•	 Fast automated Log 	

Management and Event 

handling

•	 Expert event analysis and 

filtering

•	 Leading edge intelligence 

from several global feeds 

and unfolding client events

•	 Integrated services approach

•	 Market leading technologies

•	 Private network to avoid 

denial of service attacks

•	 Optional consulting to 	

optimize critical event 

capture

•	 Optional Expert Security 	

Incident Response using 

staff trained in law 

enforcement

•	 ESEM Implementations 

within legislatively certified 

client operations

Building a solid foundation for secure, compliant IT infrastructures

Individual EDS ESEM services can be flexibly integrated for heightened protection:

•	 Event collection, the foundation of ESEM, compiles all security-relevant system 

logs from hosting, network, security and other devices throughout the enterprise.

•	 Log analysis, based on careful planning, distinguishes the data that matters most 

in preventing incidents and mitigating risks.

•	 Alerts indicate which threats to investigate based upon predefined thresholds, 

optionally initiating an EDS Security Incident Response.

•	 Log Management includes the storage, archival, backup, retrieval and maintained 

integrity of the system logs that ESEM collects – ideal for digital forensics.

•	 Reporting provides a network security status and, more importantly, it can 	

demonstrate compliance with government legislation or industry standards.

EDS clients trust our demonstrated expertise

•	 EDS collects stores and processes over 14 terabytes of event data monthly

•	 EDS Manages 1.8 billion events daily for one client

•	 Manage and monitor more than 5,500 firewalls and 3,000 intrusion detection 	

systems for threats and vulnerabilities 

•	 Mitigates over 3700 security incidents a month 

•	 Stops over 1.7 billion junk mail messages a month 

•	 Detects and quarantines  over 3 million viruses annually 

•	 Employs over 2,500 Security, Compliance and Continuity professionals worldwide

•	 Honoured for “Overall Excellence in Security” at the 2008 Excellence in Security 

Awards during the Microsoft Chief Security Officer (CSO) Summit.
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ESEM Structure and Options 

ESEM Consulting Services – Optional and Stand-Alone 

Operational Reports 

Stand–Alone Option 

Log Management 
•Collection of Log Data 
•Storage   
•Archive   
•Retrieval (Optional) 
•Integrity 
•Backup/Restore 

Enterprise Engagement 
Log Management 
Log Analysis 
Alerting 

Compliance Reporting 
•PCI 
•HIPAA 
•Sarbanes-Oxley O
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Stand–Alone Option 

Client or EDS Security 
Incident Response 
•Planning 
•Incident Notification  
•Impact Mitigation 
•Investigation  
•Executive Notification 
•Final Incident Report 
•Monthly Reports 

ESEM 

ESEM Log Mgmt 

Analysed data 
Reports for data 

intelligence 

ESEM 


