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Embed reqgulatory controls across the enterprise

EDS, an HP company, and a leader in application implementation and management, and PricewaterhouseCoopers (PwC),
a specialist in anticipating and managing change, have formed a partnership to help automate governance, risk and
compliance (GRC) into SAP and other ERP applications.

The EDS-PwC GRC Solutions identify and manage risks by integrating disconnected processes and implementing corporate
policies and regulatory controls across enterprise systems. This gives companies the ability to increase operational

transparency and ensure corporate accountability.

SOLUTION OVERVIEW



AUTOMATED ACCESS AND
PROCESS CONTROLS

Access Controls create a cohesive
user authorization framework for all
enterprise systems, while business
Process Controls integrate security
into the applications, enabling
organizations to:

» Ensure compliance with corporate,
regulatory and audit requirements

+ Implement a model for continuous
risk identification and mitigation

+ Apply risk-based control
management

+ Address violations with the
greatest impact first

+ Create a centralized risk and
control documentation repository

+ Align operational execution
between IT and business owners
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Fragmented organizations increase potential risk exposure

In most organizations there is no clear-cut responsibility for managing governance,
risk and compliance. While these areas are tightly interrelated, the identification of
risk, implementation of policies and compliance with requlatory mandates are often
spread out over various departments. This lack of a unified approach can increase
financial, legal and operational exposure and result in damage to a company'’s brand
and reputation.

Better align your business with reliable, compliant and
sustainable operations

It's often difficult for companies to provide the necessary controls across geographically
disperse organizations with thousands of employees. But to protect company and
customer data against fraud, there must be segregation of duties (SoD) and controls
to reqgulate sensitive transactions. Every user, role and business process must be
defined, with the appropriate access and process controls put in place to safequard
your enterprise systems and databases.

Fully automated GRC Solutions for your entire applications portfolio

EDS and PwC provide integrated GRC Solutions that automate end-to-end compliance
for SAP and other ERP systems. Regardless of the organizational structure of the
enterprise, the software being used, or employee roles and responsibilities, EDS and
PwC deliver comprehensive access and process controls to define and oversee
authorization throughout the enterprise. Instead of just reacting to risk, companies
have the ability to identify risks, prevent fraud and protect critical information.
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Comprehensive solution from two industry leaders

PwC's in-depth regulatory, compliance and industry knowledge and EDS' experience
implementing and managing SAP technology create seamless GRC Solutions. Access
and Process Controls align business processes around segregation of duties. Governance
and compliance frameworks and supporting technology integrate these processes into

your systems for complete compliance:

Role management - Automate access and authorization based on user, business

role, and system access needed to complete business tasks.

» User provisioning and administration - Ensure proper access using segregation
of duties and user authorization control, including proper access during

emergency situations.

+ Change management - Establish controls needed to achieve compliance and
continuously meet regulatory mandates in a timely and cost-effective manner.

+ Risk management - Implement a strategy for risk management and compliance
activities with automated business control, transparency and predictability.

Process controls - Ensure compliance for all cross-enterprise systems and gain
complete visibility into your business processes with centralized documentation,

testing, remediation and monitoring.

Global trade services - Manage international trade compliance with sanctioned
party list screening, import/export controls, customs monitoring and cross-border

risk management.

EDS and PwC apply a
well-defined methodology
to Plan, Build and Run GRC
Solutions. This holistic
approach ensures these
solutions can support the
business now and into
the future.
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ENSURE TOTAL RISK
MITIGATION

Using the following methodology,
EDS and PwC deliver comprehensive
solutions to evaluate your applications
portfolio and assess the risk to

your business.

» Assessment and roadmap -
Evaluate the current risk
management and control structure
of the organization and identify
how existing software can be
integrated into a comprehensive
GRC landscape.

+ Installation and upgrades -
Implement a solution that provides
increased transparency into access
control and segregation of duties.
Use new functionality to aide
in compliance by updating
configuration and master data,
helping runtime accuracy.

» Custom configuration and
processes - Integrate control and
administration functionality into
clients’ business and technical
landscapes, customized to your
specifications.

» Ongoing support and hosting -
Optimize the performance and
functionality of the EDS and PwC's
GRC solutions to meet all your
audit requirements.
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BUSINESS VALUE DELIVERED About EDS

* Define risks and opportunities for EDS, an HP company, is a leading global technology services provider, delivering business

strategic business decisions solutions to its customers. EDS founded the information technology outsourcing industry

* Minimize operational impact more than 46 years ago. Today, EDS delivers a broad portfolio of information technology
through proactive monitoring and business process outsourcing services to customers in the manufacturing, financial

* Protect reputation and brand by services, healthcare, communications, energy, transportation, and consumer and retail
reducing fraud potential industries, and to governments around the world.

+ Increase organizational efficiency

by automating access and About PricewaterhouseCoopers

process controls PwC provides industry-focused assurance, tax and advisory services to build public
. Standardize internal, external and trust and enhance value for its clients and their stakeholders. More than 146,000
regulatory controls people in 150 countries across our network share their knowledge and experience to

provide practical advice and solutions. PwC's business advisory professionals provide
clients with the confidence to succeed by helping them anticipate, create and manage
change. Whether clients are proactively implementing change or reacting to an
unplanned event, we leverage our Firm's resources, deep industry experience, and
functional acumen across the areas of operations, finance, technology integration
and implementation, and GRC to help organizations effect sustainable change. Visit
www.pwc.com/sap for more information.
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